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METHOD OF INFORMING SENDER'S TELEPHONE NUMBER, AND 
SYSTEM THEREFOR, METHOD OF INFORMING SENDER'S TERMINAL ID 
AND METHOD THEREFOR, AND METHOD OF MONITORING FREQUENCY OF 
ACCESS TO WEB SITE 

[0014] 

EMBODIMENTS OF THE INVENTION 

Fig. 1 is a schematic illustrating an overall system having a server 10 for 
informing sender's telephone number (hereinafter referred to as informant server) 
according to the invention. As shown in Fig. 1, the informant server 10 is connected 
with a dedicated network 12 administered by a dial-up IP service provider (so-called 
provider). The dedicated network 12 is further connected with the internet 14. Many 
web sites 16 and 18 are in operation on the dedicated network 12 and the internet 14. 
[O015] 

The informant server 10 may work as an access point to the internet 14 via a 
public telephone line. That is, the informant server 10 is connected with a public 
telephone line and has a unique telephone number assigned thereto. A user may have a 
direct access to the internet 14 by dialing up the telephone number of the informant 
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server 10 from a cellular phone 20 or from a personal computer (PC) via a terminal 
adapter or a modem. It is assumed in the embodiment of the invention shown herein that 
the user will make dial-up access to a provider with his cellular phone 20. It is also 
assumed that the cellular phone 20 is equipped with a browsing software for browsing 
web site pages. 
[O016] 

Upon receipt of a signal from a cellular phone 20, the informant server 10 _ 
obtains the telephone number of the server, i.e. the number of the cellular phone 20, 
from the signal received and establishes a point-to-point (PPP) connection with the 
cellular phone 20 and then transmits a request to the cellular phone 20 to return his ID 
and the password back to the informant server 10. As the user's ID and the password are 
returned, the informant server 10 assigns an IP address to the user if the ID and the 
password are verified. The sender's telephone number thus obtained is stored in a 
lookup table 10a of a database storing the telephone number of the cellular phone 20 in 
association with the IP address assigned to the cellular phone 20 (the table hereinafter 
referred to as phone number-IP address table). 
[0017] 

Upon receiving the assigned IP address from the informant server 10, the 
cellular phone 20 can now make access to web sites 18 on the internet 14 via the 
informant server 10. During the access by the cellular phone 20, the informant server 10 
is able to find correspondence between the IP address of the sender and the IP address 
of the accessed web site 18 (target IP address) by referring to the sender's IP address 
and the target IP address listed in the IP header of the IP packets transferred. It is also 
possible for the informant server 10 to identify the telephone number of the cellular 
phone 20 by looking up the IP address thereof in the above mentioned phone number-IP 



address table 10a. Thus, the informant server 10 can discern the telephone number of 
the cellular phone 20 accessing a web site 18 on the internet 14 via the informant server 
10. 

[O018] 

Those web sites 18 on the internet 14 wishing that they be informed of the 
telephone numbers of the users who accessed the sites may make a contract with the 
administrator of the informant server 10 to do so. Such web sites 18 which made such 
contracts will be referred to as contracted sites. A contracted site will be provided with a 
site ID and a password from the informant server 10. 
[0019] 

Upon receiving an IP packet from a user terminal (sender), the contracted site 
obtain the IP address of the sender by referring to the IP header contained in the IP 
packet. The contracted site then sends to the informant server 10 a request calling for 
the telephone number of the terminal having the IP address thus obtained, along with 
the ID (site ID) and the password of the contracted site. 

If the received site ID and the password are verified, the informant server 10 determines 
if the requested IP address is registered on the phone number-IP address table and 
retrieves the telephone number associated with it and inform the contracted site of the 
telephone number. In encoding information exchanged between the contracted site and 
the informant server 10, any of known encryption methods can be used including a 
secret-key system in which each of the contracted sites uses a secret key to decode the 
encrypted information, a secret key system in which contracted sites use public keys, 
and SSL systems. If on the other hand the requested IP address is not registered on the 
phone number-IP address table, then the informant server 10 informs the contracted 
sites that the sender's telephone number cannot be identified. 
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[0020] 

It has been assumed above that the sender's telephone number is sent from the 
informant server 10 to the contracted sites upon request from the contracted sites. 
However, the invention is not limited to this approach: the sender's telephone number 
may be automatically sent to the contracted site at the time when the access is made to 
the informant server 10. The sender's telephone number may be informed to the 
contracted site, together with the correspondence between his telephone number and IP 
address via an e-mail for example, after he has finished his access to the site, instead of 
immediately after the initiation of his access. Since the contracted site has a log of the 
access made, the site can identify the sender's telephone number from the IP address in 
the log by looking up the telephone number associated with the IP address in the 
received phone number-IPA table. 
[0021] 

It has been assumed above that the telephone number of the sender's cellular 
phone 20 is informed as he made access to the site via the access point of the provider. 
However, the informant server 10 can obtain his telephone number when he made 
access to the access point via an ISDN line for example. The provider may also obtain 
sender's telephone number on an analog line if the provider makes a contract to 
subscribe a number informing service of the telephone (or telecommunications) 
company. Accordingly, the informant server 10 can provide the contracted site with the 
telephone number of the user if he makes access from a computer terminal via terminal 
adapter or modem, as well as a cellular phone. 
[O022] 

In the embodiment described above, the informant server 10 is assumed to be 
operated by an internet service provider. However, the invention is not limited to this 
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case. The informant server 10 may be a server such as i-mode servers run by NTT 
docomo run by a mobile communications service company providing connection 
service for cellular phones, When the informant server 10 is run by a mobile 
communications service company, in order to connect the cellular phone 20 to the 
informant server 10, the cellular phone 20 boots up an appropriate browser which can 
establish the connection via a dedicated communication line, instead of dialing up the 
telephone number of the informant server 10. 
[0023] 

As described above, in accordance with the embodiment of the invention, each 
of the contracted sites on the internet 14 can be informed of a sender's telephone 
number from the informant server 10 when access is made using a cellular phone 20 or 
a PC via the informant server 10. The contracted site may utilize the informed telephone 
number in ways as described in detail below. 
[O024] 

(1) Those sites providing onerous down load service of copy righted music and/or 
video contents can utilize the telephone number information to prevent illegal 
distribution of the contents by illegal down loaders. This can be done as follows. When 
a request for a content is received from a down loader via a cellular phone 20 for 
example, the site can embed the telephone number in the content; as it is sent to the 
requester. The browsing software may be configured such that it can store and/or 
retrieve the content data only when the embedded telephone number coincides with that 
of the cellular phone 20. In this configuration, use of the down loaded content is 
prohibited unless it was down loaded by the cellular phone 20, thereby preventing 
illegal use of the contents. 
[O025] 
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(2) Monitoring Number of Visitors 

In Internet advertisement business, it is often the case that the advertisement 
site (hereinafter referred to as ad site) is run based on a frequency certificate type 
business model in which the rate of advertisement is determined by the number reads or 
clicks made on the advertisement page. However, in this type of business there is a 
chance that workers of the advertisement company can make intentional access to the ad 
site for the purpose of biii-padding. Should such misconduct be neglected, the credit of 
the advertisement company running the ad site will be lost. 
[0026] 

There are some web sites (referred to as prize awarding sites) where visitors 
(users) are awarded prizes by clicking ads on the sites or by answering quizzes on the 
web pages. It may well be that the same user might repeatedly access such prize 
awarding site for unreasonable acquisition of the prizes. 
[0027] 

Therefore, companies running ad sites or prize awarding sites 
normally monitor the IP addresses and stop counting the access if that access is made 
from the same IP address more frequently than a predetermined value. It is noted, 
however, that the same accessing terminal does not always use the same IP address if 
they make accesses via providers. Consequently, the above monitoring is not 
necessarily effective. 
[0028] 

In contrast, telephone numbers are uniquely assigned to respective terminals, 
so that they can be used to identify those terminals making access for bill-padding or 
unfair acquisition of prizes. Specifically, on a web site a sender's telephone number is 
registered in the access log in association with the date and time of the access made. 
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The number of access to the site may be accumulated for each telephone number based 
on the content of the access log over a predetermined period of time (i.e. one day or one 
week). If it is found that an identical telephone number is used to make extraordinarily 
frequent access (for example 10 times or more a day), then the company can take a step 
to stop counting the access and prohibit the telephone from accessing the site for a 
while. 

When the ad web site is administered by a telecommunications company, and 
can obtain information on the telephone numbers of the senders, the ad company can 
take the above mentioned actions based on the information. 
[O030] 

(3) Use of Onerous Proxy Service for Accounting 
Web sites which provide onerous service or sale merchandise can take advantage of 
proxy service for accounting provided by the telecommunications company, which can 
be done by designating the telephone number of the senders (customers). In the proxy 
service the telecommunications company collects bills from the telephone users for the 
contracted service providers in addition to the telephone rates. That is, by obtaining the 
telephone numbers of the users who accessed the site and used onerous service or 
purchased merchandise, the administrator of the site can take advantage of the proxy 
service of the telecommunications company to collect money from the users in a secure 
and simple way. 
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